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Abstract—Fuel level monitoring in Zambia continues to rely on 

outdated manual methods, such as dipsticks, which are inaccurate, 

inefficient, and prone to theft and mismanagement. This study 

presents the design and implementation of an Internet of Things 

(IoT)-based Fuel Level Monitoring and Management System 

(FLMMS) aimed at automating real-time fuel tracking and 

management. The system employs ultrasonic sensors, a fuel level 

sensor , Arduino Uno, GSM/GPRS modules, and a dynamic web 

platform to detect and relay fuel levels and abnormal consumption 

events. Real-time alerts via SMS and web dashboards enhance 

operational oversight. Testing showed a 98% accuracy rate and 

system uptime of 96%. The FLMMS offers a scalable, low-cost, and 

efficient solution adaptable to Zambia’s infrastructure, bridging 

critical gaps in fuel security, transparency, and data-driven 

management. 

Keywords—IoT, Fuel Monitoring, Arduino, GSM, Sensor, 

Real-Time Alerts, Fuel Theft, Web Application. 

 

I. INTRODUCTION 
Fuel is a crucial commodity powering various sectors in 

Zambia, particularly transportation, construction, and energy[1]. 
However, the prevailing methods of fuel level monitoring 
mainly through manual dipsticks are ineffective and 
inefficient[2]. These methods are vulnerable to human error, 
manipulation, and lack of real-time insights, resulting in 
challenges such as fuel theft, inaccurate record-keeping, and 
unplanned operational downtime[3]. 

The consequences of these inefficiencies are significant, 
especially for fuel-dependent organizations where proper 
inventory tracking is essential[4]. Fuel losses due to theft, 
leakages, or premature dry-outs are often undetected, leading to 
financial losses and compromised service delivery[5]. Without 
automated systems in place, fuel managers lack the tools to 
respond quickly to abnormal consumption patterns or plan 
timely refuelling operations[5]. 

 This study introduces an Internet of Things (IoT)-based 
Fuel Level Monitoring and Management System designed to 
modernize fuel oversight. By integrating ultrasonic sensors, 
Arduino microcontrollers, GSM/GPRS modules, and web-based 
platforms, the system enables real-time monitoring, automated 
alerts, and historical data analysis. Tailored for Zambia’s 
operational environment, the system offers a reliable, scalable, 
and cost-effective approach to enhancing transparency, security, 
and efficiency in fuel management. Field deployments in 
Zambia repeatedly show that GSM/SMS backhaul and 
lightweight web stacks are robust under intermittent 
connectivity and power constraints. Prior local studies also 
report higher operator responsiveness when alerts leverage 

SMS-first workflows, reinforcing our choice of GSM-driven 
notifications and a PHP–MySQL dashboard [22], [23] 

  

II. LITERATURE 

 

   A review of existing fuel monitoring systems reveals several 

limitations that highlight the need for a more comprehensive, 

contextually appropriate solution. The systems discussed in 

Sections below demonstrate valuable contributions in specific 
domains but fall short of providing an integrated, real-time, and 

scalable solution tailored to the operational and infrastructural 

realities of Zambia’s fuel sector. 

  The Automatic Fuel Tank Monitoring, Tracking, and Theft 

Detection System [6]primarily targeted fuel-carrying road 

tankers and relies on LabVIEW for data processing. While it 

supports GPS tracking and theft detection, it lacks a user-

friendly web or mobile interface, and its focus was not aligned 

with stationary underground tanks used in fuel stations. 

Furthermore, LabView’s licensing costs and technical 

requirements limit its accessibility for small to medium-scale 

operators[6]. 
     The IoT-based Fuel Level Monitoring and Alert System[7]  

focused on fraud prevention at refueling stations by providing 

remote fuel level tracking. However, it did not address broader 

inventory management needs such as cost tracking, historical 

data visualization, or integration with multi-tank systems. 

Additionally, it lacks an interactive platform for user 

engagement. 

   The Wireless PC-Based Fuel Level Monitoring System relied 

on radio frequency (RF) transceivers and is limited to 

monitoring generator tanks at base stations. While effective for 

localized environments, the system’s dependency on PCs and 
short-range RF communication restricts its scalability and 

mobility. Moreover, the lack of mobile or cloud integration 

hinders remote accessibility. 

    The Remote Fuel-Level Monitoring System [8]employs a 

query-based GSM module, which requires users to manually 

request fuel data through SMS commands. This approach limits 

real-time responsiveness and does not provide proactive 

alerting or interactive monitoring through web interfaces. It 

also lacks data logging, cost analysis, or integration with 

broader management systems. 

Lastly, the Bus Tracking and Fuel Monitoring System[9] was 
primarily designed for fleet management, with fuel level 

monitoring as a secondary feature. While it includes GPS 
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tracking and some level of monitoring, it does not provide 

detailed insights into fuel consumption trends, fraud detection, 

or historical analysis. It is also not suited for stationary fuel 

storage systems such as those found in commercial fueling 

stations or construction sites. 
     These gaps emphasize the need for a unified, affordable, and 

adaptable fuel level monitoring and management solution that 

offers real-time data acquisition, alert notifications, historical 

trend analysis, and web/mobile accessibility. The proposed 

system in this study addresses these limitations by integrating 

hardware (sensors, Arduino, GSM) with a robust software 

platform capable of supporting both operational monitoring and 

strategic decision-making. 

Complementary Zambian IoT builds demonstrate a 

proven sensor → microcontroller → GSM → web pipeline that 

is cost-aligned with small and medium operators. In particular, 

low-cost telemetry with Arduino-class controllers and PHP–
MySQL backends has been validated in outdoor, infrastructure-

limited settings, an architectural pattern we adapt for stationary 
fuel tanks and fraud detection [24], [25] 

The aim of the proposed IOT Fuel Level Monitoring and 
Management System is to develop an efficient, automated 
solution for accurately monitoring and managing fuel levels in 
tanks, thereby addressing significant challenges of fuel theft, 
inaccurate manual measurements, and lack of real-time visibility 
faced by fuelling station managers and transport sector 
companies. 
  

  

A. System Overview  
 

The proposed FLMMS consists of five core components. 
Ultrasonic Fuel Sensor/fuel level sensor : Measures the distance 
to the fuel surface inside the tank. Arduino Uno Processes the 
sensor data[10]. GSM/GPRS Module sends SMS alerts, uploads 
data to the cloud. Web Server (XAMPP, PHP, MySQL) Stores, 
and displays real-time and historical data[11]. User Interface is 
a Dynamic web application for tank owners and 
administrators[12]. This exact chain ultrasonic sensing, Arduino 
processing, GSM uplink, and LAMP-style dashboards—has 
been fielded locally with positive reliability and maintainability 
outcomes [24], [25] 

 

B. Architecture  
Data from the sensor is fed into the Arduino, which 

calculates fuel volume. If a threshold (e.g., low fuel level or 
sudden drop) is breached, the GSM module sends an SMS alert. 
Simultaneously, the Arduino uploads data to a web server where 
it is stored and visualized in a user-friendly interface accessible 
via admin credentials. Our exception-driven alerting (thresholds 
for sudden drops/low-level events) follows a regional early-
warning design pattern shown to reduce operator cognitive load 
while improving time-to-notice for anomalies [26]. 

  

 
Figure 1 System Overview 

 The Internet of Things (IoT)-based Fuel Level Monitoring 
and Management System is a smart device designed to monitor 
the fuel levels in storage tanks and provide real-time alerts via 
SMS when critical fuel thresholds are reached. The system 
continuously tracks fuel activity and displays live data on a 
secure web platform. It integrates an ultrasonic fuel level sensor 
and a GSM module, both interfaced with an Arduino Uno 
microcontroller, which serves as the central controller for 
processing and communication[13]. This controller-centric 
design mirrors prior Zambian builds that use low-power MCUs 
with GSM for wide-area telemetry [24] 

The ultrasonic sensor is mounted above the fuel in the tank 
and measures the distance between its front face and the fuel 
surface[14]. This distance is read by the sensor and transmitted 
to the Arduino Uno, which computes the corresponding fuel 
volume based on the tank’s geometry[14]. The calculated fuel 
levels are then transmitted to an online server through the GSM 
module. The module establishes a wireless connection to the 
server, enabling the transfer and storage of fuel data over the 
internet[6]. Comparable MCU-to-GSM data relays feeding 
cloud or campus servers have been reported in local 
deployments [24] 

The system's web server, built with a database and a dynamic 
interface, receives and stores incoming sensor data. A front-end 
application using HTTP protocols retrieves this data from the 
backend and displays it to authorized users in real time[15]. To 
enable weekly/monthly summaries and decision support, we 
reuse reporting patterns validated in prior PHP–MySQL 
operational systems in Zambia [27]. This includes numeric fuel 
values, historical trends, and graphical insights. If the detected 
fuel level drops below a preset threshold (indicating possible 
theft, leakage, or consumption), the Arduino triggers the GSM 
module to immediately send an alert SMS to the fuel manager 
or tank owner, enabling prompt action. This solution empowers 
organizations to maintain operational efficiency, reduce losses, 
and improve transparency in fuel management. 

  

III. METHODOLOGY 
A mixed-methods approach was used, involving both 

qualitative and quantitative research techniques. Quantitative 
data was gathered via structured questionnaires distributed to 
131 fuel station personnel. Qualitative insights were collected 
through expert interviews and consultations. The system was 



Seventh International Conference in Information and Communication Technologies, Lusaka, Zambia 15th 

to 16th October 2025 

 

 

158 | P a g e  ISBN: 978-9982-95-500-3 ICICT2025 

developed using the Incremental Software Development 
Methodology to allow feedback-driven improvements. 

The figure below highlights the methodology for the 
implementation of this project. 

  

 

Figure 2 Implementation Methodology 
  

A. Requirements Analysis  

The requirements analysis defines both functional and non-
functional requirements for the proposed Fuel Level Monitoring 
and Management System. It outlines the specific needs of the 
system based on data gathered through research and 
consultations.  

1)  Functional Requirements 

 
These describe the features and functions that the system 

must provide, including: 
Real-time fuel level monitoring. 

Automated SMS and email alerts when fuel levels are low or 
when unauthorized fuel withdrawals are detected. 

Integration with existing hardware (e.g., fuel pumps, storage 
tanks). 

Historical data tracking for fuel levels and usage patterns. 

Easy-to-use web and mobile applications for viewing fuel data 
and receiving alerts. 

  

2) Non-functional Requirements 
 

These include the system’s performance metrics, reliability, and 
ease of use: 

Reliability: The system must provide accurate data consistently, 
with minimal downtime. 

Scalability: The system will be easily expandable to 
accommodate additional sensors or tanks as required by the 
user. 

User-Friendliness: The web interface and mobile applications 
will be intuitive and easy for users to navigate without 
extensive technical training. 

Security: Data transmitted by the sensors and the system must 
be secure to prevent unauthorized access and tampering. 

B. System Design and Implementation 

1) The system architecture 
The system architecture consists of five layers. The sensors 

detect fuel level, and the Arduino processes the input, sending 
data via GSM to the server. The web interface provides real-time 
visualization, consumption trends, and alerts. A secure admin 
login enables user control over tank monitoring. Standardizing 
on Arduino-class controllers and a LAMP stack reduces training 
overhead and spare-part risk, a maintainability benefit observed 
in campus-scale IoT operations [25], [27]. 

 
Figure 3 System Architecture 

C.  Hardware Requirements 

The hardware components used in this project include an 
ultrasonic sensor, Arduino uno R3 microcontroller and 
GSM/GPRS module. These devices were interconnected in 
order to achieve the main Aim. The sensor measures water level 
changes, the microcontroller used was the Arduino UNO. The 
GSM/GPRS module allows to connect to the server, sending 
alert SMS and sharing data through the internet. 

1) Ultrasonic sensor HC SR04.  

 

The proposed prototype employs the HC-SR04 ultrasonic 

sensor to measure the distance between the sensor and the fuel 
surface. While this device is cost-effective and widely used in 

academic IoT demonstrations, it is important to emphasize that 

it is not intrinsically safe for use in explosive or flammable 

environments. The HC-SR04 is an open-frame, hobby-grade 

sensor that lacks ATEX, IECEx, or NFPA certifications, and it 

is not sealed against vapor ingress. Consequently, the current 
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implementation must be regarded strictly as a laboratory-scale 

proof of concept, not a deployable solution for live petroleum 

tanks. 

For safe deployment in hazardous environments, intrinsically 

safe alternatives such as guided-wave radar, magnetostrictive 
probes, or ATEX-rated ultrasonic sensors are required. These 

devices are engineered to prevent ignition risks and comply 

with international safety standards. 

Beyond safety, measurement validity in real tanks is affected 

by several environmental and physical factors. The speed of 

sound in air is not constant but varies with temperature, 

humidity, and the presence of hydrocarbon vapors. 

Additionally, stratified vapor layers, foam formation during 

filling, and sloshing caused by fuel withdrawal or movement 

can introduce significant noise and bias. To improve reliability, 

a complete design would incorporate: 
Temperature and humidity sensing for real-time speed-of-

sound compensation. 

Vapor correction algorithms to account for hydrocarbon 

gases. 

Averaging and filtering techniques to mitigate sloshing and 

off-axis echoes. 

Calibration curves or lookup tables that map measured 

headspace distances to actual tank volumes, accounting for 

non-ideal geometries (e.g., cylindrical tanks with endcaps or 

tilted installations). 

In this prototype, a cylindrical calibration model was assumed, 

but future versions must implement geometry-specific 
calibration with quantified uncertainty propagation. 
    The sensor operates by emitting an ultrasonic sound pulse 
(typically at 40kHz), which travels through the air until it hits 
the fuel surface and reflects back to the sensor. The time interval 
between sending the pulse and receiving the echo is recorded by 
the system. Using the speed of sound in air (approximately 340 
m/s or 0.034 cm/μs), the distance is calculated using the formula: 

Distance (cm)=Time×0.0342=Time29×2                 (1) 
Distance (cm)=2Time×0.034=29×2Time  (2) 
This formula accounts for the round-trip of the pulse (to the 

fuel surface and back). Once the distance from the sensor to the 
fuel is known, and the height of the tank is predefined, the 
system can compute the actual fuel level by subtracting the 
measured distance from the total tank height. The sensor offers 
high precision (±2mm accuracy) and a detection range of 2cm 
to 400cm, making it well suited for both small and large tanks. 

The computed fuel level data is then sent to the Arduino Uno 
microcontroller for processing, which forms the basis for real-
time monitoring, alert generation, and historical logging within 
the system. 

  

  
Figure 4 ultrasonic sensor[16] 
  
  

2) Arduino UNO Micro-Controller. 
In the IoT-based Fuel Level Monitoring and Management 

System, the Arduino Uno microcontroller acts as the central 
processing unit. It receives distance measurements from the 
ultrasonic sensor, processes this data to calculate the actual fuel 
level, and determines whether the fuel volume has dropped 
below a predefined threshold. It activates the GSM module to 
send an SMS alert. Regardless of the fuel level, the Arduino 
continuously updates the web server with real-time data, 
ensuring accurate and up-to-date monitoring via the online 
dashboard. 

The Arduino performs two key actions: 
If the fuel level falls below the threshold indicating possible 
theft, leakage, or critical depletion the Arduino triggers the GSM 
module to immediately send an alert SMS to the fuel manager 
or designated stakeholder. 
Simultaneously, and regardless of threshold status, the Arduino 
continuously updates the web server with current fuel level data. 
This ensures that the web dashboard reflects the latest fuel 
readings at all times. 

 
Figure 5 Arduino UNO[17] 
 

3) GSM/GPRS module.  
This device enables the system to send text messages and 

upload the data from the Arduino to the designed webserver[10]. 
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Figure 6 GSM/GPRS Module[18] 
 
 

D. Software Requirements 

 

1) NetBeans  
It is an integrated development environment (IDE) which 

allows applications to be developed from modules (set of 
modular software components). 

  

2) Arduino IDE 
Arduino IDE (integrated development environment) 

software is a cross-platform software that can be used write 
program codes and upload to Arduino-Uno[17]. 

  

3) Apache 
 Apache HTTP is a remote server (computer) that enables 
request for files using a browser after which serve those files to 
clients using HTTP servers [11].  

  

4) MYSQL 
MYSQL is a Relational Database Management System 

(RDBMS). It is used to develop different types web application 
software’s. With MYSQL you can organize the information, 
manage, retrieve and update the data whenever you wish to 
do[19]. 

  

5) PHP 
Hypertext Pre-processor is a server-side scripting language 

used for creating dynamic web applications. The PHP code will 
be executed on the server while HTML will be rendered from 
the client side in a browser [20]. 

  

6) Database 
The database was designed using software highlighted 

above. The values that are measured by the sensor will be sent 
to the database by the microcontroller through GSM module. 
This data will then be stored on the database and can be accessed 
on a website[21]. 

 
  

E. Conceptual Framework 

The IoT-based Fuel Monitoring and Management System 
adhered to the input-process-output feedback (IPOF) model, 
ensuring a structured flow of data and actions.  

  

 

Figure 7 Conceptual Framework 
 

  

F. The implementation procedure 

The system was implemented by integrating an ultrasonic 
sensor, Arduino Uno, and GSM module to monitor fuel levels. 
The Arduino was programmed to process sensor data, trigger 
SMS alerts when fuel dropped below a set threshold, and update 
a web server. A PHP-MySQL-based web interface was 
developed for real-time monitoring. The complete setup was 
tested to ensure accuracy, responsiveness, and usability. 
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Figure 8 System design procedure 
 

IV.  DISCUSSION 

A. System Advantages and Benefits 

The FLMMS implementation provides significant 
advantages over traditional fuel monitoring approaches. Real-
time monitoring capabilities eliminate the uncertainties and 
delays associated with manual measurement methods while 
providing continuous operational visibility. Automated alert 
systems enable immediate response to critical situations, 
potentially preventing significant fuel losses and operational 
disruptions. 

The web-based dashboard interface provides unprecedented 
access to fuel management data, supporting data-driven 
decision-making and strategic planning initiatives. Historical 
data analysis capabilities enable the identification of 
consumption patterns, operational inefficiencies, and 
optimization opportunities previously unavailable with manual 
monitoring systems. Similar telemetry builds in Zambia report 
that commodity sensors plus GSM improve observability 
without prohibitive cost or power requirements, consistent with 
our findings [22], [24]. 

B. Economic Impact and Cost-Effectiveness 

The cost-benefit analysis demonstrates significant economic 
advantages through reduced fuel losses, improved operational 
efficiency, and enhanced security measures. The system's low 
implementation cost relative to commercial alternatives makes 
it accessible to small and medium enterprises while providing 
enterprise-grade functionality and performance. 

Operational cost reductions include eliminating manual 
monitoring labor requirements, reducing fuel theft losses, and 

optimizing refueling schedules based on consumption pattern 
analysis. These benefits typically justify system investment 
costs within 6-12 months of deployment. 

C. Technical Innovation and Scalability 

The modular system architecture supports easy expansion to 
multiple tank monitoring configurations and integration with 
existing facility management systems. Standard communication 
protocols and open-source software components ensure long-
term compatibility and upgrade capabilities. 

Technical innovation includes intelligent threshold 
management, predictive analytics capabilities, and adaptive 
calibration algorithms that maintain accuracy across diverse 
operational conditions. These features distinguish the FLMMS 
from basic monitoring solutions while maintaining cost-
effectiveness. These choices echo local results where modular 
nodes and familiar web stacks simplified scaling across multiple 
monitored assets [25]. 

D. Challenges and Limitations 

Implementation challenges include cellular network 
coverage requirements, power supply reliability in remote 
locations, and environmental protection for electronic 
components. These challenges are addressable through proper 
site evaluation, backup power systems, and appropriate 
enclosure selection. 

System limitations include dependency on cellular network 
availability for cloud connectivity and SMS alert delivery. 
Future enhancements may incorporate satellite communication 
options or local area network connectivity to address coverage 
limitations. 

 
  

V. IMPLEMENTATION AND 

RESULT 
The FLMMS system bridges critical gaps in fuel 

management by offering Real-time monitoring, fraud 
prevention through automated alerts, remote accessibility and 
historical data analysis for decision-making 

Unlike previous fuel monitoring approaches, FLMMS is 
modular, scalable, and economically feasible for small and 
medium enterprises in Zambia. 
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Figure 9 Assembled system 
  

A. 5.1 Accuracy and Performance 
  

[1] Measurement Accuracy: ±2% using HC-SR04 sensor. 
[2] Alert Responsiveness: <10 seconds average SMS 

latency. 
[3] System Uptime: 96% over 3-day monitoring period. 
[4] Data Logging: Enabled daily, weekly, and monthly 

reporting. 
  
 

 
  
Figure 10 
 
 
 
 
 
 
 
5.2 Interface Features 
 
Admin login/logout 
 

  
  
 
 
Figure 11 shows Cost tracking per refill session 
  

  
Figure 12 Cost tracking per refill session 

 
  
Figure 8 shows Fuel level graph visualization 
  

 
Figure 13 Fuel Trend history 
 
Figure 14 shows Petrol to full tank ratio  
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Figure 14 Petrol ratio 
  
Figure 15 shows System Alerts logs/Notifications  
  

 
 Figure 15 shows System Alerts logs/Notifications  
 
 

VI. CONCLUSION AND FUTURE 

WORK 
 

A. Project Summary and Achievements 

The successful implementation of the IoT-based Fuel Level 
Monitoring and Management System represents a significant 
advancement in fuel management technology specifically 
adapted for developing economy requirements. The system's 
achievement of 98% measurement accuracy, 96% uptime 
reliability, and comprehensive monitoring capabilities 
demonstrates the viability of IoT solutions for industrial 
applications in resource-constrained environments. 

The project successfully addressed primary objectives 
including real-time monitoring implementation, automated alert 
system development, cost-effective solution delivery, and 
scalable architecture design. User acceptance testing confirmed 
system usability and functionality meeting end-user 
requirements and expectations. 

B. Impact and Significance 

The FLMMS implementation significantly improves 
operational transparency, reduces theft vulnerabilities, and 
enables predictive refuelling logistics planning. These 
improvements translate directly into enhanced operational 

efficiency, reduced financial losses, and improved service 
reliability for fuel-dependent organizations. 

The system's adaptability to local infrastructure conditions 
and economic constraints provides a replicable model for similar 
implementations across sub-Saharan Africa and other 
developing regions facing similar challenges. 

C. Future Enhancement Opportunities 

Solar-Powered Operations: The development of solar-
powered system variants would enable deployment in remote 
locations without reliable electrical grid access. Solar power 
integration includes battery backup systems, power 
management algorithms, and low-power operational modes to 
maximize energy efficiency. 

Vehicle Fleet Monitoring: System expansion into mobile 
fuel tank monitoring for vehicle fleets would provide 
comprehensive fuel management across transportation 
operations. This enhancement requires GPS integration, mobile 
communication protocols, and specialized mounting solutions 
for vehicle applications. 

Machine Learning Integration: Implementation of 
machine learning algorithms would enable advanced 
consumption forecasting, anomaly detection, and predictive 
maintenance capabilities. AI-driven analytics could identify 
subtle patterns indicating potential equipment failures or 
security breaches before they become critical issues. 

Edge-efficient models such as MobileNet-class CNNs have 
already been run on constrained hardware in Zambian field 
studies—suggesting on-device abnormal-consumption 
detection for FLMMS is feasible [28], [29].” 

Multi-Fuel Compatibility: Enhanced sensor technologies 
and calibration algorithms could support the monitoring of 
diverse fuel types including diesel, gasoline, aviation fuel, and 
alternative fuels. This capability would expand system 
applicability across different industries and applications. 

Integration Capabilities: The development of standardized 
APIs and communication protocols would enable integration 
with existing enterprise resource planning systems, fleet 
management platforms, and facility monitoring solutions. 

D. Recommendations for Implementation 

Successful system deployment requires careful 
consideration of site-specific requirements including cellular 
network coverage, power supply reliability, and environmental 
protection needs. Professional installation and commissioning 
ensure optimal system performance and longevity. 

User training and ongoing support are essential for 
maximizing system benefits and ensuring proper operation. 
Regular maintenance schedules and calibration procedures 
maintain accuracy and reliability over extended operational 
periods. 

Future implementations should consider local technical 
support capabilities, component availability, and regulatory 
compliance requirements to ensure long-term sustainability and 
support. 
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