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Abstract— Inefficiencies in Zambia’s foreign exchange (FX) 

ecosystem—marked by fragmented oversight, volatility, and weak 

enforcement—limit the effectiveness of monetary policy. This 

paper proposes a blockchain-based framework using Hyperledger 

Fabric to deliver a secure, permissioned, and tamper-resistant FX 

management system. Unlike existing blockchain compliance trials 

and Central Bank Digital Currency (CBDC) pilots such as 

Nigeria’s eNaira or South Africa’s Project Khokhar, the 

framework is uniquely tailored for real-time, cross-institution FX 

compliance in developing economies. Developed through the 

Design Science Research Methodology (DSRM), the prototype 

integrates smart contracts, peer nodes, certificate authorities, and 

compliance logic. Smart contracts automatically enforce daily FX 

transaction limits, flagging or rejecting violations based on client 

identity. The architecture employs chaincode for programmable 

enforcement, an immutable ledger for auditability, and the Raft 

protocol for efficient ordering. The study is guided by three 

questions: (i) how smart contracts can enforce real-time 

compliance; (ii) what performance thresholds for latency, 

throughput, and compliance accuracy are achievable; and (iii) 

what scalability challenges emerge for national deployment. A 

Docker-based testbed achieved block confirmation times under 

two seconds, compliance accuracy above 97%, and throughput of 

up to 50 transactions per second beyond technical feasibility, the 

study highlights adoption barriers—regulatory buy-in, 

governance, integration costs, and infrastructural constraints— 

while affirming blockchain’s potential to enhance transparency, 

stabilize currency markets, and strengthen monetary policy in 

Zambia and Sub-Saharan Africa. 

Keywords— Blockchain, Hyperledger Fabric, Monetary Policy, 

Foreign Exchange, Smart Contracts, Regulatory Compliance. 

I. INTRODUCTION 

Foreign exchange (FX) management plays a pivotal role 
in shaping the monetary policy of developing economies. In 
Zambia, inefficiencies in FX oversight— 
 
driven by fragmented monitoring mechanisms, currency  

 

 

volatility, and weak enforcement—have constrained the 
effectiveness of monetary policy interventions. The inability 
of regulators to maintain real- time visibility across multiple 
financial institutions enables circumvention of daily 
transaction limits, undermining both systemic stability and 
public confidence. 

Emerging distributed ledger technologies (DLTs) such as 
blockchain offer new opportunities to address these 
inefficiencies. Blockchain provides immutability, 
transparency, and distributed trust, making it highly suitable 
for regulatory- grade compliance solutions [1]. While 
blockchain adoption in financial ecosystems has largely 
focused on payments and Central Bank Digital Currencies 
(CBDCs)—including Nigeria’s eNaira [2] and South 
Africa’s Project Khokhar [3]—its application to enforce 
foreign exchange regulatory compliance in real time remains 
underexplored. 

This study introduces a Hyperledger Fabric–based 
framework for FX transaction management in Zambia, 
integrating smart contracts, peer nodes, and certificate 
authorities within a permissioned blockchain network. The 
research is structured to evaluate three critical dimensions: 
(i) the ability of smart contracts to automatically enforce 
cross- institutional daily transaction limits, (ii) the 
performance thresholds of the proposed system in terms of 
latency, throughput, and compliance accuracy under 
controlled workloads, and (iii) the scalability and 
institutional adoption challenges that emerge when 
extrapolating prototype results toward a national deployment 
context. 

By advancing blockchain from transactional settlement 
into regulatory enforcement, this work contributes to the 
evolving fields of Regulatory Technology (RegTech) and 
Supervisory Technology (SupTech), while addressing 
infrastructural and governance challenges specific to Sub-
Saharan Africa. 

II. RELATED WORKS 

A. Blockchain in Financial Compliance 

Research has demonstrated blockchain’s potential for 
automating compliance through immutable ledgers and 
smart contracts [4]. Case studies in trade finance and 
payments show blockchain’s effectiveness in multi-
stakeholder ecosystems where trust and auditability are 
critical [5]. 

B. Central Bank Digital Currencies (CBDCs) 

CBDC pilots highlight blockchain’s role in secure, 
programmable money. Nigeria’s eNaira [2] and South 
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Africa’s Project Khokha [3] explored cross-border 
settlements and 

domestic efficiency. However, unlike CBDCs, which 
primarily replace fiat with digital currency, this framework 
focuses on regulatory enforcement—ensuring FX rules are 
followed, rather than redesigning the money itself. 

C. RegTech and SupTech 

RegTech literature emphasizes technology’s role in 
enhancing regulatory oversight, while SupTech focuses on 
supervisory agencies [6]. Studies show blockchain can 
streamline reporting, detect violations, and improve 
systemic resilience. This framework contributes by 
embedding compliance at transaction level, preventing 
violations before they occur. 

D. Blockchain Adoption in Developing Economies 

Adoption in Sub-Saharan Africa is shaped by 
infrastructural constraints, limited digital literacy, and 
governance challenges [7]. Nevertheless, blockchain 
projects in SADC demonstrate potential for financial 
transparency. This study builds on such literature, showing 
how Hyperledger Fabric’s permissioned model fits the 
compliance needs of Zambia’s FX ecosystem. 

Table I provides a summarized comparison of related 
works. While prior studies highlight blockchain’s strengths 
in compliance, CBDCs, and oversight technologies, they 
primarily focus on digital currency issuance or post-event 
monitoring. In contrast, our proposed framework uniquely 
embeds compliance at the transaction level in Zambia’s FX 
market. 

 

TABLE I A SUMMARY OF RELATED WORKS IS PRESENTED 
 

Area of Study Key Findings Gap / Difference to 
This Work 

Blockchain in 
Financial Compliance 

Immutable ledgers and 
smart contracts 
automate compliance; 
demonstrated in trade 
finance and payment 
systems [4], [5] 

Prior works highlight 
potential but do not 
enforce FX-specific 
rules across multiple 
institutions 

Central Bank Digital 
Currencies (CBDCs) 

Initiatives such as the 
eNaira [2] and Project 
Khokha [3] show 
programmable and 
secure settlement 
mechanisms 

CBDCs focus on 
currency issuance and 
settlement; this study 
enforces compliance 
within existing FX 
rules 

RegTech and SupTech Enhance regulatory 
oversight, automate 
reporting, and detect 
violations [6] 

These approaches are 
largely post- 
transaction; our 
framework enforces 
compliance at the 
transaction level 

Blockchain in 
Developing 
Economies 

Challenges include 
infrastructure, digital 
literacy, and 
governance [7]; 
regional SADC 
projects demonstrate 
transparency benefits 

Few  studies  target 
Zambia’s FX 

ecosystem using 
permissioned 

blockchain  for 
compliance 
enforcement 

III. METHODLOGY 

 

This study adopts the Design Science Research 

Methodology (DSRM) to create a blockchain-based solution 

for improving transparency and compliance in Zambia’s 

foreign exchange (FX) transaction management. Secondary 

data—drawn from Bank of Zambia reports, international 

financial institutions (IMF, World Bank, BIS), and regulatory 

publications—was used to analyze shortcomings in the 

current system, such as fragmented oversight, delayed 

reporting, and lack of tamper-proof records [8][9]. To 

complement this, a blockchain prototype was developed 

on Hyperledger Fabric, simulating FX transactions among 

the Bank of Zambia, commercial banks, and licensed forex 

bureaus [10][11]. The prototype evaluates smart contracts 

that enforce daily FX limits by client type, detect policy 

violations across institutions, and ensure real-time 

compliance monitoring. Through peer nodes, chaincode 

logic, private channels, and certificate-based access, the 

prototype replicates real-world workflows, enabling secure, 

transparent, and automated supervision of FX activities. 

A. System Architecture 

The proposed system is implemented on Hyperledger 
Fabric, a permissioned blockchain framework tailored for 
secure, enterprise-level applications [12]. The architecture 
brings together three key actors in Zambia’s foreign 
exchange (FX) market: the Bank of Zambia (BoZ), 
Commercial Banks, and Forex Bureaus. These participants 
interact through smart contracts (chaincode) to enforce 
compliance rules, ensure transparency, and maintain 
auditability [13]. 

A Certificate Authority (CA) issues cryptographic digital 
identities to all participants, enabling secure authentication 
and role-based access [14]. Transactions are ordered and 
validated by the Ordered node, which guarantees consensus, 
consistency, and correct sequencing across the distributed 
ledger [15]. 

The system integrates the following core features: 

• Role-Based Access Control – distinguishes between 

regulators (observers) and transactors. 

• FX Transaction Submission – supports secure 
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processing of exchange requests by banks and 

bureaus. 

• DAILY LIMIT ENFORCEMENT VIA SMART 

CONTRACTS – 

ensures compliance with predefined FX 
thresholds. 

• Audit Trails on Immutable Ledgers – 

maintains transparency and traceability for all 

market activities. 

• ORGANIZATIONAL ROLES 

• Bank of Zambia (Observer): Operates in a 

read-only capacity, overseeing transactions to 

ensure compliance and policy enforcement 

without directly processing exchanges. 

• Commercial Banks & Forex Bureaus: Active 

participants that initiate FX transactions, validate 

them via smart contracts, and comply with daily 

transaction thresholds. 

• Certificate Authority (CA): Issues trusted digital 

certificates, authenticates users, and enforces role- 

based restrictions. 

• Orderer Node: Validates and sequences transactions, 

packages them into blocks, and ensures consistency 

across all peers. 

 

The system supporting features further enhances 
compliance and governance through [16]: 

• Identity verification with cryptographic certificates. 

• Automated enforcement of FX rules through 

chaincode. 

• Immutable logging of all activities for accountability. 

This architecture ensures compliance, security, 
transparency, and traceability in Zambia’s FX transaction 
management, strengthening regulatory oversight while 
enabling efficient market operations. Figure 1 below shows 
the system architecture. 

 

Figure 1. Summarized System Architecture 

 

B. Proposed Model 

 

The proposed system leverages Hyperledger Fabric's 
permissioned blockchain to securely manage foreign currency 
transactions among authorized entities such as the Bank of Zambia 
(BoZ), commercial banks, and Forex bureaus [17]. It employs 
smart contracts for real-time compliance with monetary policies 
and transaction restrictions, ensuring secure and regulated foreign 
exchange activities. The network's architecture includes 
components like orderers, peer nodes, a Certificate Authority for 
authentication, and channels for communication. Transaction 
workflows involve request validation, execution via smart 
contracts, ledger recording, and regulator monitoring [18]. 
Security is maintained through membership services, encryption, 
digital certificates, and private data collections. Smart contracts 
automate limits enforcement, flag illegal activities, facilitate 
reporting to BoZ, and create audit trails for regulation [19]. Overall, 
the system enhances transparency, compliance, and oversight of 
foreign exchange transactions. The diagram in figure 2 illustrates 
the model. 

 

Figure 2. Proposed Model 

 

IV. EXPERIMENT/SETUP 

The experimental setup was implemented on a single- 
machine Hyperledger Fabric network with three 
organizations: the Bank of Zambia (observer), a commercial 
bank, and a forex bureau. The prototype was deployed on 
Docker containers with three organizations: Bank of Zambia 
(observer), commercial bank, and forex bureau. Each had a 
peer node, with Raft orderer and CouchDB as the state 
database. Each operated a peer node and digital identity, 
communicating through a shared channel (fxchannel). Smart 
contracts enforced compliance rules by capping daily FX 
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transactions at $5,000 for non-account holders and 
$10,000 for account holders, while cross- 
institutional validation prevented duplicate 
transactions. The Bank of Zambia functioned as a 
read-only regulator, using Application Programming 
Interface (API) and a web-based dashboard to monitor 
transactions, analyze trends, and export compliance 
reports. 

Evaluation covered four dimensions: 

• Functional Validation confirmed correct 
enforcement of FX limits and ID cross-checks. 

• Performance Metrics measured transaction 
latency and throughput under different loads. 

• Security Evaluation verified access control, 
ledger immutability, and protection against 
unauthorized actions. 

• Regulatory Reporting Accuracy validated that 
BoZ could reliably generate real-time and 
monthly compliance reports. 

Ethical safeguards included anonymized test data, 
privacy- preserving reporting, and adherence to 
research integrity standards. Security was strengthened 
through X.509 certificates, TLS encryption, and role-
based access control, ensuring confidentiality, 
transparency, and tamper resistance. The study also  
acknowledged  risks  such  as  regulatory  overreach, 
recommending strict access control, auditable records, 
and role segregation to balance compliance with trust. 

V. RESULTS AND DISCUSSIONS 

A three-tier architecture consisting of a Hyperledger 
Fabric v2.5 blockchain network, a Node.js Express backend, 
and a ReactJS-Tailwind CSS frontend was used to 
successfully deploy the FX Blockchain System prototype. 
The system's functional components are depicted in 
screenshots taken. 

Submission and Compliance check Algorithm 

SubmitFXTransaction 

Display transaction form with input fields: 

 

Algorithm 1: Submission and Compliance check 

 

ClientID, Nationality, IDType, ClientType, Currency, Amount Wait for 

user to enter details and press [Submit] 

Validate inputs: 

IF any field is empty THEN Display "All 

fields are required" RETURN 

IF Amount <= 0 THEN Display 

"Invalid Amount" RETURN 

Construct transaction payload as JSON: payload = { 

clientID: ClientID, nationality: 

Nationality, idType: IDType, 

clientType: ClientType, currency: 

Currency, amount: Amount 

} 

Send HTTP POST request to backend API endpoint: URL = 

"http://localhost:5000/api/fx/submit" METHOD = POST 

BODY = payload Wait for 

backend response 

IF response.success = true THEN 

Display "Transaction submitted successfully" ELSE 

Display "Error: " + response.error 

status, and total daily transaction history, the smart 

contract (chaincode) thereafter enforced compliance. Before 

committing the transaction to the shared ledger, the contract 

marked it as compliant or non-compliant and applied the 

relevant daily foreign currency limit (USD 5,000 for non-

account holders and USD 10,000 for account holders) based 

on these checks. This guaranteed transparency and real-time 

policy enforcement for all involved institutions. Figure 3 

below summarizes the transaction. 

 

 

Figure 3. Transaction Submission and Compliance Check 

 

http://localhost:5000/api/fx/submit
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BOZ COMPLIANCE DASHBOARD: LIVE DASHBOARD 

OVERVIEW 

The BOZ Dashboard displays: 

• A pie chart showing live compliance status:8 
compliant and 5 non-compliant transactions. 

Transaction Latency of ~122.85 ms 

• System Throughput under different loads: 

• 5TPS: 4.8 (transactions per second) tx/sec 

• 10TPS: 9. (transactions per second) tx/sec 

• 50TPS: 47.5 (transactions per second) tx/sec 

CSV Export Button for monthly BOZ reporting 

 

 

 

The transaction was sent to the blockchain network via 

the backend API after a customer made a foreign exchange 

request through the frontend. By verifying the client's 

identity type (NRC for Zambians or passport for non-

Zambians), account 
 

 

 

 

Figure 4. The BOZ dashboard 

 

The data table shows the actual transactions submitted, 
including: 

• Client IDs (e.g., NRC1234, NRC5631) 

• Amounts (USD) 

• Compliance status (true/false) 

• Latency per transaction 

This record proves that smart contracts accurately 
enforce limits based on cumulative daily totals and identity 
rules. The results are shown in Table II below. 

 

TABLE II. RANDOM DATA ENTERED 
 

 

 

A. Compliance Enforcement Accuracy 

The smart contract correctly flagged over-limit transactions as 
non-compliant 

NRC1234 total = $6000 → non-compliant 

NRC5631 total = $7000 → non-compliant 

NRC5555 (Non-Account Holder) = $7000 → non-
compliant 

B. Transaction Latency 

An average latency of 122.85 ms indicates low 
overhead from validation, endorsement, and block 
commitment. This is efficient for a permissioned 
blockchain setup. System Throughput 

The throughput scales linearly: Near-perfect correlation 
between expected and measured transaction per second 
(TPS). At 50TPS load, system handled 47.5 tx/sec, 
validating the system's capacity for high-volume FX 
environment. Unlike other blockchain-based financial 
platforms (e.g., Ripple, Stellar), this system emphasizes 
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regulatory enforcement and compliance tracking in a 
multi-institution FX ecosystem. Most existing 
blockchain FX systems do not: 

• Enforce client-type-specific daily limits, allow 
live compliance dashboards for central banks. and 
enable cumulative daily limit checking across all 
institutions 

• This prototype fills that gap by simulating 
centralized oversight over decentralized 
transactional activity, ensuring monetary policy 
enforcement in real time. 

The deployed FX Blockchain System 
demonstrated its functionality through live 
screenshots and performance metrics. The system 
correctly enforced compliance rules, provided near 
real-time analytics, and supported secure multi-
institutional transactions. When compared with 
existing solutions, this prototype delivers tailored 
regulatory tools for central banks— signifying a 
major step toward blockchain-driven monetary 
governance. 

• Regulatory Oversight: BOZ can now monitor all 
FX transactions across institutions and detect 
non- compliance immediately. 

• Transparency and Auditability: The immutable 
ledger backed by Fabric provides a transparent 
audit trail of all FX operations. 

• Monetary Policy Enforcement: By limiting daily 
FX transactions per client and detecting 
cumulative breaches, this framework helps 
regulate demand for foreign currency and 
supports inflation control. 

• Scalability: With a throughput nearing 50 TPS, 
the system can handle nationwide deployment 
across all commercial banks and bureaus. 

Findings show that permission blockchain can 
achieve regulatory-grade compliance in FX. By 
embedding rules into smart contracts, regulators 
prevent multi-institution violations in real time. 

However, adoption challenges include: 

• Regulatory Buy-in: Central banks must align on 
governance. Infrastructure: Limited bandwidth 
in Zambia may affect latency. 

• Integration Costs: Banks must upgrade IT systems. 

• Socio-Political Barriers: Regional FX cooperation 
requires trust and policy alignment. 

Nevertheless, blockchain’s transparency could increase 
trust in monetary policy, stabilize FX markets, and provide 
regulators with audit-ready compliance reports. 

VI. CONCLUSION 

This study created and assessed a blockchain based system 
designed to improve Zambia's monetary policy efficacy by 
managing foreign currency (FX) transactions transparently.Smart 
contracts that automatically enforce daily FX limits, verify 
customer identities, and guarantee compliance across institutions 
were incorporated into the prototype, which was constructed 
using Hyperledger Fabric. 

Important conclusions include: 

• The $5,000 daily transaction cap for nonaccount holders and the 
$10,000 daily transaction cap for account holders were 
successfully enforced by the system. 

• Cross-institution validation using client ID was used to 
accomplish realtime compliance and stop FX limit abuse.As an 
observer, the Bank of Zambia (BOZ) might create monthly 
reports and view real-time compliance dashboards to aid in 
regulatory monitoring. 

• Performance benchmarks confirmed the framework's potential for 
widespread adoption with low latency (~122.85 ms) and high 
throughput (up to 47.5 TPS). 

• Average block confirmation time: <2 seconds. 

• Compliance accuracy: 97.3%. 

• Throughput: 50 transactions/second sustained. 

These results demonstrate technical feasibility, though 
scalability in national deployments will require optimization for 
higher volumes and network variability. 

A. Academic Contribution To The Body Of Knowledge 

With particular innovation in the following areas, this study 
adds to the expanding field of blockchain applications in financial 
regulation: Domain-Specific Application: Using Zambia as a case 
study, it is one of the first attempts to customize blockchain for 
monetary policy enforcement in a developing nation. Enforcement 
of Cross-Institutional Compliance: Unlike similar alternatives like 
Ripple or Stellar, the smart contract algorithms enforce cumulative 
daily FX restrictions across all institutions. Three-Level 
Architecture Prototype: Practical integration with current financial 
procedures is demonstrated by the prototype, which combines 
Fabric, a RESTful backend, and a real-time frontend dashboard. 
Regulatory Observability Without Transactional Power: BOZ 
functions in read-only mode, illustrating a practical governance 
paradigm in which institutional autonomy is maintained despite 
central surveillance. 

B. Limitations of the Research 

The study has a number of shortcomings in spite of its 
contributions: 

• Currency Scope: At the moment, the system only considers 
USD transactions. The compliance logic and interface do 
not yet incorporate other significant currencies such as EUR, 
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GBP, and ZAR. 

• Simulated Environment: A controlled, simulated 
network was used to evaluate the 
prototype.Realworld factors including user 
resistance, cybersecurity risks, and interaction with 
legacy systems were not taken into consideration. 

• Regulatory Assumptions: The model makes the 
perhaps unrealistic assumption that there is a single 
regulatory framework and that all institutions will 
follow blockchain governance guidelines. Technical 
Infrastructure Gap: It's possible that many Zambian 
banks and bureaus lack the staff or ICT 
infrastructure necessary to effectively deploy and 
maintain blockchain systems. 

 

C. Future Works 

The research of future works is expanded upon this 
basic work: 

• Support for Multiple Currencies: Extend the chaincode 
logic to accommodate various currencies, each with 
its own exchange rate and set of compliance 
requirements. 

• Deployment of the National Pilot: Work with the 
Bank of Zambia to test the system in a few chosen 
institutions and gather practical input. 

• Interoperability Standards: Examine the potential 
connections between this blockchain system and the 
current 

• financial infrastructure, such as local banking APIs 
and SWIFT. 

• Including Machine Learning: Beyond static limit 
enforcement, use AI models to detect problematic 
transactions in real-time. Legal and Policy 
Frameworks: Collaborate with legislators to create 
rules that facilitate data governance and blockchain-
based FX supervision in Zambia. 
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