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Abstract— Artificial intelligence (Al) is rapidly changing
the world, and education is no exception. Al-powered
technologies are being used to automate tasks, personalize
learning, and create new educational experiences. This has led
to a great deal of excitement about the potential of Al to
transform education. However, there are also concerns about
the ethical implications of Al in education. In this paper, we
explore the potential benefits and risks of Al in education. We
argue that Al has the potential to improve education in many
ways, but that it is important to carefully consider the potential
challenges before widespread adoption. By carefully planning
for the future of Al in education, we can ensure that it is used
to improve education for all students. The findings from this
study contribute to the ongoing discussion on the role of Al in
higher education institutions in the changing economic
environment and provide insights into the effective integration
of Al to enhance educational quality, relevance, and
employability outcomes.
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I. INTRODUCTION

The world is changing rapidly, and education must
change with it. In the past, education was largely about
memorizing facts and regurgitating them on tests. However,
in the 21st century, education must be about more than that.
It must be about developing critical thinking skills,
creativity, and problem-solving abilities.  Artificial
Intelligence (Al) has the potential to help education meet
these challenges.

Al in higher education has garnered significant attention
as a potential solution to enhance educational outcomes and
prepare graduates for the changing job market. From
intelligent tutoring systems to automated grading, Al has
gained significant attention for its potential to transform the
education sector [1][2]. However, as the utilization of Al in
education continues to expand, concerns and debates have
emerged regarding its implications [3][4]. This paper delves
into the ongoing discussion surrounding the fuss about
artificial intelligence in the education sector and raises the
question: should we worry?
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Al has become a ubiquitous presence in various
industries, revolutionizing the way we live, work, and learn.
In recent years, the education sector has been experiencing a
significant shift due to the integration of Al technologies in
learning, research and development. For example, Al
applications have shown promise in enhancing learning
experiences, personalizing education, and improving
administrative tasks [5]. The ability of Al algorithms to
analyze vast amounts of data, identify patterns, and provide
personalized recommendations has fueled its integration into
classrooms, learning management systems, and educational
software [6][7].

Proponents of Al in education argue that it holds great
potential to address the challenges faced by traditional
education systems [8-11]. They believe that Al can provide
adaptive and personalized learning experiences, catering to
individual student needs and learning styles. Moreover, Al-
powered systems can assist teachers in assessing student
performance, providing timely feedback, and designing
customized learning pathways [12]. The efficiency and
scalability of Al also offer the prospect of expanding
educational access to underserved communities around the
globe.

However, amidst the excitement and optimism
surrounding Al in education, a growing number of critics
have raised concerns and skepticism [13]. One primary
concern revolves around the potential erosion of the human
element in education. As Al takes on tasks traditionally
performed by teachers, such as grading papers or delivering
lectures, some worry that the personalized, empathetic touch
of human educators might be compromised. Additionally,
there are concerns about the ethical implications of relying
on algorithms to make decisions about students' educational
journeys, potentially  exacerbating inequalities and
perpetuating biases.

Another pressing issue involves data privacy and security
[14]. With the integration of Al, educational institutions
collect vast amounts of sensitive student data, raising
concerns about how this information is stored, shared, and
protected. The possibility of data breaches and unauthorized
access to student records poses a significant risk that must be
addressed effectively.
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Furthermore, there are concerns about the potential
economic impact of Al on the teaching workforce [15]. As
Al automates certain tasks, there is apprehension that
teachers may face job displacement or devaluation of their
roles. This raises questions about the need for reskilling and
upskilling programs to ensure educators can adapt to the
changing educational landscape.

Considering these concerns, the question arises: should
we worry about the fuss surrounding artificial intelligence in
the education sector? This debate calls for a balanced
examination of the potential benefits and risks associated
with the integration of Al in education. By considering the
various perspectives and implications, we can gain a clearer
understanding of how Al can be leveraged to enhance
educational outcomes while addressing the associated
challenges.

In this paper, we will delve deeper into the controversies
and arguments surrounding Al in education, examining its
potential benefits, ethical considerations, data privacy
concerns, and implications for the education sector. Through
a comprehensive analysis, we aim to shed light on whether
the concerns are justified or if Al holds the key to
revolutionizing education for the better.

The rest of the paper is organized as follows: in the next
section we present a background to Artificial Intelligence, we
then present the methodology used. Thereafter, we present
new trends of Al in education sector with emphasis on
potential benefits. After that, we discuss the ethical
implications and privacy implications. We then summarize
the implications of Al on the educational sector and conclude
the paper.

II. BACKGROUND TO Al IN EDUCATION

Artificial intelligence (Al) is a branch of computer
science that focuses on creating intelligent machines capable
of performing tasks that typically require human intelligence
[16]. It encompasses various technologies, algorithms, and
methodologies that enable machines to simulate human-like
cognitive functions such as learning, problem-solving,
perception, and decision-making [17].

Al has been used in education for decades, but its use has
been limited. In recent years, however, there has been a
growing interest in the use of Al in education. This is due to
the rapid advances in Al technology [10]. Al has gained
considerable attention in the field of education due to its
potential to transform the way we teach and learn. The
integration of Al technologies in education aims to enhance
educational experiences, personalize learning, improve
administrative tasks, and optimize educational outcomes
[18][19]. Al-powered systems can analyze vast amounts of
data, identify patterns, and provide personalized
recommendations, enabling adaptive learning experiences
tailored to individual student needs and learning styles.

One prominent application of Al in education is
intelligent tutoring systems, which provide personalized
guidance and support to students [20]. These systems use Al
algorithms to assess students' knowledge and skills, identify
areas of weakness, and deliver customized instruction and
feedback. By adapting to individual students' progress and
learning pace, intelligent tutoring systems can optimize
learning outcomes and provide targeted support where
needed.
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Additionally, Al can assist educators in various tasks,
such as automating grading processes, designing
personalized learning pathways, and generating educational
content [6]. On example where such are used is in learning
management systems as Moodle. Bhharathee et al [21]
discuss the use of natural language processing (NLP)
algorithms to enable Al-powered chatbots and virtual
assistants interact with students, answering their questions,
providing guidance, and facilitating learning outside the
classroom.

Furthermore, Al enables the analysis of large-scale
educational data, leading to valuable insights for curriculum
development, instructional design, and educational policy-
making [22]. By examining patterns and trends in student
performance, engagement, and learning behaviors, educators
and institutions can identify areas for improvement, tailor
teaching strategies, and enhance the effectiveness of
educational interventions.

While Al offers numerous opportunities in education,
there are also important considerations and challenges.
Ethical considerations surrounding Al include issues of data
privacy, algorithmic biases, and transparency [23].
Safeguarding student data and ensuring its responsible use is
crucial to maintain trust and protect privacy rights.
Moreover, the potential for biases in Al algorithms, if not
addressed properly, can perpetuate inequalities and impact
educational equity. This has been one of the major concerns
from those who oppose integration of Al in education sector
[24][25].

Additionally, the role of educators in an Al-integrated
education system needs to be carefully examined. While Al
technologies can automate certain tasks, it is important to
recognize and preserve the unique qualities that human
teachers bring to the learning process, such as empathy,
creativity, and critical thinking. Educators may need to adapt
their roles to leverage Al as a supportive tool while
maintaining the human connection and addressing students'
social and emotional needs.

Al has the potential to revolutionize the education sector
by enhancing learning experiences, personalizing education,
and optimizing educational outcomes. However, careful
planning, ethical considerations, and a balanced approach are
essential to harness the benefits of Al while addressing
challenges and ensuring that education remains a human-
centered endeavor.

I1. METHODOLOGY

This section presents the methodology followed to
determine if we should worry about Al in education. Thus,
we present the research question being considered, we define
the inclusion and exclusion criteria used, search criteria, as
well as data extraction and synthesis.

A. Research Question
The following is the research question for this study:

What are the potential benefits and risks of artificial
intelligence (Al) in education?

B. Inclusion and Exclusion Criteria

The following inclusion and exclusion criteria were used to
select studies for this systematic literature review:



a) Inclusion criteria: Studies that were published in
peer-reviewed journals, focused on the concerns and
negative impacts of artificial intelligence in the education
sector, published within the last 10 years. Studies that were
written in English.

b)  Exclusion criteria: Studies that were not published
in peer-reviewed journals. Studies that were not written in
English. Studies that did not focus on the potential benefits
and risks of Al in education.

C. Literature Search

We conducted a systematic literature review of peer-
reviewed articles published in English between 2010 and
2023. We searched the following databases:

a) Google Scholar

b)  Web of Science

c) Scopus

d) PubMed

e) IEEE Xplore

f)  ACM Digital Library

The following search strings using appropriate keywords
and Boolean operators was used. Example search terms
included "artificial intelligence,” "Al," "education,"
"concerns,” "negative impacts,” "ethics,” etc. The titles and
abstracts of all the studies that were identified in the search
were screened to determine if they met the inclusion criteria.
The full text of the studies that met the inclusion criteria
were then reviewed to determine if they met the exclusion
criteria.

D. Extract Data and Synthesize Findings

We identified a total of 120 articles that met our inclusion
criteria. We then read the full text of these articles and
extracted the following information:

. The title of the article

. The author(s) of the article

. The publication year of the article

«  The journal in which the article was published.
. The main findings of the article

From 120 articles, further refinement reduced the articles
to 48. The data that was extracted from these 48 studies and
synthesized to identify the potential benefits and risks of Al
in education.

IV. NEW TRENDS AND OPPORTUNITIES OF Al IN
EDUCATION

The use of Al in education is growing rapidly. In fact, a
recent report by the McKinsey Global Institute predicts that
Al could automate up to 30% of tasks performed by teachers
by 2030 [26]. This automation could free up teachers to
focus on more creative and engaging tasks, such as providing
individualized support to students.

In recent years, there has been an increase in the number
of applications that are aimed at the education sector.
Specifically, there are a lot of Al-enabled applications that
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promise to mitigate the various challenges the education
sector faces. This section explores recent trends in Al that
have significant implications for education. We focus our
discussion on advancements in adaptive learning, intelligent
tutoring systems, natural language processing, educational
data analytics and augmented and virtual reality.

Adaptive Learning [27][28]: Adaptive learning
leverages Al algorithms to personalize educational content
and instructional strategies based on individual learner needs.
Adaptive learning platforms adjust the pace, difficulty, and
content of learning materials to optimize student engagement
and achievement. They provide real-time feedback, identify
knowledge gaps, and offer tailored recommendations for
remediation or advancement.

Intelligent Tutoring Systems [29][30]: Intelligent
tutoring systems utilize Al to provide personalized
instruction and support, mimicking human tutoring
interactions. These systems analyze learner data, adapt
instruction based on performance, and offer customized
feedback. They can simulate dialogues, answer questions,
and provide guidance in real-time.

Natural Language Processing [31]: Natural Language
Processing (NLP) enables machines to understand and
generate human language, facilitating interactions between
technology and learners. Al-powered chatbots and virtual
assistants employ NLP techniques to answer questions,
provide support, and engage students in conversational
learning experiences [33][34].

Educational Data Analytics [32][15]: Educational Data
Analytics utilizes Al algorithms to analyze large-scale
educational data for insights into learning patterns,
performance, and instructional improvement. Data analytics
can identify trends, predict student outcomes, and inform
decision-making for curriculum design, personalized
interventions, and assessment strategies. Thus, Al-driven
predictive analytics leverage large-scale educational data to
identify patterns and predict student performance, enabling
early interventions and personalized support. Furthermore,
Educational data mining utilizes Al techniques to extract
meaningful insights from educational data, supporting
curriculum design, pedagogical decision-making, and
educational policy formulation.

Augmented and Virtual Reality (AR/VR) [35]: AR/VR
technologies create immersive learning environments,
allowing students to explore virtual worlds and scenarios.
AR enhances real-world experiences with digital overlays,
while VR provides fully simulated environments. AR/VR-
based simulations and virtual labs offer hands-on experiences
and enhance learning outcomes. For example, a VR
experience could be used to take students on a tour of the
human body, or an AR experience could be used to help
students learn about different historical events.

Advancements in Al have ushered in new possibilities for
improving education. Adaptive learning, intelligent tutoring
systems, natural language processing, and educational data
analytics are among the prominent trends shaping the
educational landscape. By harnessing these technologies,
educators can create personalized learning experiences,
provide targeted support, and gain valuable insights for
instructional enhancement. These trends highlight the
transformative potential of Al in education and serve as a
foundation for future research and development in the field.



V. ETHICAL AND PRIVACY CONCERNS OF Al IN
EDUCATION SECTOR

Despite the many benefits envisioned for Al in education,
there still lies a lot of ethical and privacy concerns that need
to be overcome before society can fully embrace the
benefits. In this section, we explore the ethical implications
associated with the use of Al in education, focusing on
privacy and data protection, bias and discrimination,
transparency and accountability, and the impact on
educators and students.

Privacy and Data Protection: Al systems collect and use a
lot of data about students, which raises privacy concerns
[36][37]. For example, Al-powered chatbots may collect
personal information from students, such as their names,
email addresses, and phone numbers. This information
could be used to track students' online activity or to target
them with advertising. This raises concerns about privacy,
consent, and data ownership for students. Therefore,
educational institutions must prioritize student data
protection, ensuring that data is collected, stored, and used
in compliance with privacy regulations and guidelines.

Data Security: The security of student data is critical to
prevent unauthorized access, data breaches, and misuse.
Ensuring robust cybersecurity measures is essential to
safeguard student data. Learning institutions should
implement robust security measures, including encryption,
access controls, and regular audits, to safeguard student
information [38].

Bias and Discrimination: Al systems are trained on data,
and if the data is biased, the Al system will be biased as
well. This could lead to Al systems making unfair or
discriminatory decisions about students. For example, an
Al-powered grading system that is trained on data from an
elite school may be more likely to give lower grades to
students from rural school [39]. Al algorithms can
perpetuate biases present in training data, leading to
discriminatory outcomes and unequal treatment of students
[40]. Hence, it is essential to address algorithmic bias
through rigorous testing, monitoring, and continuous
evaluation of Al systems to ensure fairness and equity.

Lack of Diversity in Al Development: The lack of
diversity in Al development teams can lead to biased
algorithms that do not adequately address the needs and
perspectives of diverse student populations [41].
Homogeneous Al development teams may introduce biases
and overlook the needs of diverse student populations,
exacerbating educational inequalities. Promoting diversity
and inclusion in Al development teams can help mitigate
biases and ensure that Al systems consider the needs of all
learners [42].

Transparency and Accountability: Lack of transparency
in Al algorithms raises concerns about accountability and
undermines trust. The opacity of Al algorithms can pose
challenges in understanding the reasoning behind Al-
generated decisions in education. [43]. This makes it
difficult to understand how the systems make decisions and
to identify any potential biases. For example, it may not be
clear how an Al-powered grading system is scoring
assignment. This could make it difficult to appeal a grade or
to identify any potential biases in the system.
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Responsibility for Al Outcomes: It is not always clear who
is accountable for the decisions made by Al systems [44].
For example, if an Al-powered chatbot gives a student
incorrect information, who is responsible? Is it the teacher
who created the chatbot, the company that developed the
chatbot, or the student who used the chatbot? Determining
responsibility and accountability for Al-generated decisions
and actions is still a complex issue [45].

Impact on Educators and Students: Al systems are
capable of automating many tasks that are currently done by
teachers [46]. This could lead to job losses for teachers,
particularly in large, urban school areas where Internet
connectivity is not a challenge [47]. Despite Al systems
providing students with personalized learning experiences, it
cannot provide the same level of human connection as a
teacher. This could lead to students feeling isolated and
disengaged from learning due to lack of emotional support,
potentially impacting student well-being and holistic
development.

Student Autonomy and Agency: The integration of Al in
education raises concerns about the potential erosion of the
teacher-student relationship and the role of human teachers.
Al-driven systems could limit student autonomy and
decision-making which may hinder the development of
critical thinking and independence [48].

The integration of Al in the education sector presents
immense possibilities, but it also comes with ethical
considerations. To harness the benefits of Al while
mitigating its risks, educational institutions must prioritize
privacy and data protection, address bias and discrimination,
ensure transparency and accountability, and consider the
impact on educators and students. By adopting responsible
Al practices and engaging in ongoing dialogue, the
education sector can navigate the ethical challenges and
create an inclusive and ethically sound Al-powered learning
environment.

VI. SHOULD WE BE WORRIED?

The question of whether we should worry about Al in
education is a valid one, but the answer is not that simple.
On the one hand, Al has the potential to improve education
in many ways. On the other hand, there are also a humber of
ethical concerns that need to be addressed. While the
concerns surrounding Al in education are significant, they
can be effectively addressed through proactive measures,
ongoing research, and thoughtful implementation strategies.
By recognizing the potential benefits of Al while being
mindful of the ethical implications, higher education
institutions can navigate the changing economic
environment and harness the transformative power of Al in
education responsibly.
Overall, Al has the potential to improve education in many
ways. However, it is important to carefully consider the
ethical implications of Al in education before widespread
adoption. By carefully planning for the future of Al in
education, we can ensure that it is used in an ethical and
responsible way. There are a number of ways to address the
ethical concerns of Al in education. Some of these ways
include:
e Developing ethical guidelines for the use of Al in
education. These guidelines should be developed



by a wide range of stakeholders, including
educators, policymakers, and technologists.

e Ensuring that Al systems are transparent. This
means that it should be clear how the systems work
and how they make decisions.

e Holding Al systems accountable. This means that
there should be clear rules and regulations about
who is responsible for the decisions made by Al
systems.

e Protecting student privacy. This means that Al
systems should only collect and use student data in
ways that are consistent with the law and with the
student's privacy rights.

e Educating students about Al. Students should be
taught about the potential benefits and risks of Al,
so that they can make informed decisions about
how to use it.

e Emphasize the importance of human interaction:
Educators should prioritize maintaining meaningful
human interaction and fostering strong teacher-
student relationships alongside the use of Al
technologies, emphasizing the unique value that
human teachers bring to the learning experience.

By implementing these strategies and fostering collaboration
among stakeholders, the ethical concerns related to Al in the
education sector can be effectively addressed, ensuring
responsible and equitable use of Al technologies while
prioritizing the well-being and rights of students.

VIl. CONCLUSION

In this paper, we have explored the potential benefits and
risks of Al in education. We have argued that Al has the
potential to improve education in many ways, but that it is
important to carefully consider the potential challenges
before widespread adoption. By carefully planning for the
future of Al in education, we can ensure that it is used to
improve education for all students. The integration of Al in
the education sector holds great potential for transforming
teaching and learning processes, and presents new
opportunities for personalized education, administrative
efficiency, and improved educational outcomes. However,
as with any disruptive technology, there are legitimate
ethical and privacy concerns that need to be addressed.
Furthermore, bias and discrimination pose significant
challenges in Al-driven educational systems. Algorithmic
biases can perpetuate societal biases, leading to unfair
treatment and exacerbating educational inequalities. It is
crucial to continuously evaluate and address these biases to
ensure fair and equitable outcomes for all students.
Encouraging diversity in Al development teams can help
mitigate biases and ensure that Al technologies are inclusive
and sensitive to the needs of diverse student populations.
Despite the concerns, it is important to approach Al in
education with cautious optimism. The benefits and
opportunities that Al offers can significantly enhance the
educational experience and improve educational outcomes.
However, we must remain vigilant and proactive in
addressing the ethical concerns to ensure that Al
technologies are deployed in an ethically responsible and
privacy-conscious manner.

Zambia (ICT) Journal, Volume 7 (Issue 2) © (2023)

In terms of the theme of the conference, ""Enhancing the
Role of Higher Education Institutions in the Changing
Economic Environment," Al has the potential to play a
significant role in enhancing the role of higher education
institutions. Al-powered technologies can be used to
automate tasks, personalize learning, and create new
educational experiences. This can help higher education
institutions to improve their efficiency and effectiveness,
and to better prepare students for the changing economic
environment.
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